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●​ Removed aggregate authentication mode. 
●​ Introduced enforcement of strong password standards. 
●​ Introduced additional protections against html injection on authentication pages. 
●​ Updated response on failed login attempts to prevent user enumeration. 
●​ Patched a vulnerability discovered by security company Applied Risk. 
●​ Significantly improved security in the follow technical areas: 

○​ Cookies 
○​ Cross-Origin Resource Sharing 
○​ HTTP Public Key Pinning 
○​ HTTP Strict Transport Security 
○​ Redirection 
○​ Referrer Policy 
○​ Sub-Resource Integrity 
○​ X-Content-Type-Options 
○​ X-Frame-Options 
○​ X-XSS-Protection 

2018 April 06 
●​ Implemented the Chiller efficiency report. 
●​ Fixed alphabetical listing in groups. 
●​ Fixes in the contiguous overtime requirement. 
●​ Fixed extended overtime (OT) functionality. 
●​ Fixed various issues in metering. 
●​ Fixed meter invoices to only account for daily consumption. 

2017 July 20 
●​ Implemented the contiguous overtime rule and the Contiguous Time Difference 

Custom function. 
●​ Added information about possible overlapping overtimes, allowing other users to 

list overtimes within the same tenant. 
●​ Added the option for tarball downloads. 
●​ Implemented a tax switch and added the tax column to the group_billing table. 
●​ Implemented a filter for tax on the footer of PDF invoices. 
●​ Reorganized System Settings tabs, added a checkbox to not apply tax to meters, 

and implemented a filter on the accounting module. 



2017 January 17 
●​ Added daily consumption to the meters invoice. 
●​ Improved the meters report. 
●​ Implemented overtime notification via email. 
●​ Improved the maintenance log table and implemented email notification for 

overtimes. 
●​ Implemented filtering for invoices, so only tenants that had consumption will have 

linked HTML and PDF documents. 
●​ Performed front-end fixes. 

2016 December 15 
●​ Fixed the header title in invoices. 
●​ Ensured reporting or invoicing only occurs on groups that had consumption. 
●​ Increased space for the logo to prevent overlap with the tagline. 
●​ Added nocache headers. 
●​ Fixed issues in invoices and monitor titles related to new OT options. 
●​ Fixed PDF links on accounting reports. 
●​ Fixed MoresBill calculation support for versions 1 and 2 of mores. 

2016 October 20 
●​ Implemented carry-over for free amount allowances. 
●​ Added a switch to only display the billing allowance menu option when it is set for 

the tenant. 
●​ Implemented an extended version of overtimes for CBAS. 
●​ Added the server_id column to the mores table. 
●​ Implemented 'Kill more' and 'Send message' functionality. 
●​ Added a module to log maintenance outages. 
●​ Implemented the contiguous overtime requirement. 

2016 October 06 
●​ Fixed issues in group review allowance, dollar amount (bill proposed and restore 

seconds), and allowance restore. 
●​ Fixed MoresBill used in Reports. 
●​ Updated the MySQL reference database. 
●​ Implemented new customizable function costs in commander_ot. 
●​ Implemented two extra BO functions in Edit Points. 
●​ Added support for two customizable billing options in groups and detached history 

settings to its own tab in settings. 

2016 July 20 
●​ Released CBAS Web major version 14. 
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