CBAS Web 18.x.x Changelog

Product: CBAS Web, Major Version: 18.x.x

2019-04-10: Released Version 18.0.1

Vulnerability found by Security Company Applied Risk. Patched in this release.
Removed aggregate authentication mode

Strong passwords enforcement

Improved security on the following:

Cookies

Cross-origin Resource Sharing

HTTP Public Key Pinning

HTTP Strict Transport Security

Redirection

Referrer Policy

Subresource Integrity

X-Content-Type-Options

X-Frame-Options

X-XSS-Protection

Defended against html injection on the Login and Reset Password pages
Removed user enumeration issue on failed logins.

2019-02-08: Released Version 18.0.0

First version that supports Ubuntu 16 LTS and above



