
CBAS Web 18 Changelog 
2019 April 10 (v18.0.1) 

●​ Removed aggregate authentication mode. 
●​ Introduced enforcement of strong password standards. 
●​ Introduced additional protections against html injection on authentication pages. 
●​ Updated response on failed login attempts to prevent user enumeration. 
●​ Patched a vulnerability discovered by security company Applied Risk. 
●​ Significantly improved security in the follow technical areas: 

○​ Cookies 
○​ Cross-Origin Resource Sharing 
○​ HTTP Public Key Pinning 
○​ HTTP Strict Transport Security 
○​ Redirection 
○​ Referrer Policy 
○​ Sub-Resource Integrity 
○​ X-Content-Type-Options 
○​ X-Frame-Options 
○​ X-XSS-Protection 

2019 February 8 (v18.0.0) 
●​ Released CBAS Web major version 18. 
●​ Introduced support for Ubuntu versions 16+. 
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